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Objective: The main objective of the present study was to design a behavioral
model for cyberspace consumers based on the psychology of human behavior.

Method: In this study, a mixed methods design was used. The statistical
population included two groups: (a)10 experts in the field of media and
communications sciences selected purposefully for the qualitative part; (b) 384
Digikala consumers selected based on the Morgan and Krejci table due to the
uncertainty of the study population and on a cluster-sampling manner. The
experts took part in semi-structured interviews while the 384 participants in the
guantitative section completed a researcher-made questionnaire. In the
qualitative section, three types of coding including open coding, axial coding,
and selective coding were used via using the MAXQDA software while Smart
PLS 3 software was used to examine the quantitative data due to the abnormality
of the data, the exploratory nature of the research, the complexity of the model,
and the purpose of the research, namely the design and test the proposed model.

Results: The results of the research showed that the factors affecting cyberspace
consumer’s behavior include: 1) causal factors (trust, purchase incentives,
support, etc.); 2) contextual factors (individual and psychological factors, family
factors, etc.); 3) intervention factors (security concerns, negative attitudes, etc.);
4) strategies (strengthening security, personalizing services, interaction-oriented,
and producing educational content); and 5) consequences (psychological, social
and cultural, economic, technological, security, and legal consequences).

Conclusions: The results of the structural equation model showed that the model
of cyberspace consumer behavior has a good fit, suggesting a practical model for
assessing digital consumers’ behaviors.
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Introduction

The world has witnessed the close relationship between the use of information technologies in
global companies and organizations and improved performance and better achievement of
organizational goals. The first witness of this phenomenon has been observed in the change in the
way companies and organizations deal with the subject of e-commerce and marketing. Today,
information technology plays an important role in organizing marketing, selling goods and
providing services by companies (Abdoli & Seyidi, 2017; Singh & Jang, 2020).

The emergence of cyberspace and consequently, its profound influence on the daily lives of the
individual has set in motion a process of adjustments and re-carnations cutting across sectors and
countries. It is often said that the emergence of cyberspace has fuelled the growth of online retailing
thereby providing customers with numerous choices, which in turn has improved their well being.
It has been well documented that freedom to choose signifies the level of welfare and development.
Greater the number of alternatives to choose from, greater is the freedom available and finally
greater the welfare level. However, how the emergence of cyberspace has crippled the control of
consumers over their decisions and by making available too many choices confused the consumers
is increasingly being debated.

In today complex marketing system, individuals think that they make their own decisions in the
market, while they are under an invisible control (Chiang & Dholakia, 2003). They believe that
this product is designed and produced according to their wishes, while they are just following the
underlying control of the market. In general, consumer behavior studies investigate how customers
(individuals and organizations) satisfy their needs and wants through the selection, purchase, use
and disposal of goods, ideas and services (Mahmoudian & Mahmoudzadeh, 2025).

The psychology theory of human behavior refers to various frameworks and models used to
explain why humans behave the way they do. Understanding human behavior is crucial for a variety
of reasons, both on a personal and societal level (Haubl & Trifts, 2000). At a personal level, it helps
in better self-awareness and self-improvement. By understanding the reasons behind our own
actions, we can work towards personal growth and effective decision-making. In interpersonal
relationships, understanding behavior aids in communication and empathy, allowing us to build
stronger, more meaningful connections with others (Farnsworth, 2025; Schneider & Zielke, 2020).
On a broader scale, comprehending human behavior is essential for professionals in numerous
fields, such as psychology, sociology, education, marketing, and management. For instance, in
psychology and counseling, understanding behavior is key to addressing mental health issues and
providing effective therapy. In education, it helps in developing teaching methods that cater to
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different learning styles. In the realm of business, knowledge of consumer behavior is vital for
effective marketing strategies (Huang et al., 2016).

Psychological factors are another key influence. Our individual personalities, shaped by a
combination of innate traits and life experiences, dictate a large part of our behavior (Mishra, 2016).
The interpersonal effects of individuals in online environments are effective on customer
evaluations and decisions about purchasing a product or brand (Hoffman & Novak, 1997). The
increasing growth of the Internet and its high penetration rate in our country have provided the
necessary platform for conducting business activities in this environment. In recent years, many
organizations and companies have attempted to attract customers and sell their products using the
Internet and creating websites. The specific requirements of business activity in cyberspace, the
special behavior of consumers in this environment, and the intense competition between actual and
potential actors in attracting customers for their online stores determine the importance of
examining activities in this area as closely as possible (Essahraui et al., 2025).

Online shopping can be considered one of the major developments in retail sales in the world
of commerce (Hatamizadegan et al., 2024). In the meantime, understanding consumer behavior in
the online space is of particular importance for businesses. By understanding customer behavior
patterns in this space, companies will be able to design and implement more effective marketing
strategies and provide services and products that accurately respond to customer needs and
demands. For this reason, examining consumer behavior patterns in cyberspace, especially
customers of online stores such as Digikala, is an important issue that requires attention.

The scientific necessity of this research refers to the fact that with the rapid expansion of digital
technologies and the increasing influence of cyberspace in everyday life, traditional patterns of
consumer behavior have undergone fundamental changes. Today's consumers are not just passive
recipients of marketing messages, but have become active, informed, and interactive actors in
digital platforms, whose purchasing decisions are shaped by a complex set of technological,
cognitive, social, and cultural factors. Despite the development of theoretical literature in the field
of consumer behavior, a significant part of the existing theories and models are mainly designed
based on physical platforms and traditional markets and are unable to fully explain the behavior of
digital consumers in cyberspace (Mahmoudian & Mahmoudzadeh, 2025).

On the other hand, the changing nature of communications, the role of digital platform
algorithms, artificial intelligence, and network interactions, make the necessity of revising and
localizing consumer behavior models more obvious. Therefore, conducting a detailed research on
designing the behavioral pattern of cyberspace consumers and psychology of human behavior is of
great importance and necessity. It enables businesses to increase consumer engagement,
personalize consumer experiences, create effective marketing strategies, gain competitive
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advantage, address ethical considerations and contribute to academic advancements. Thus, this
research was designed to examine: “what the behavior patterns of digital space consumers of
Digikala customers are like and “whether the behavior model of digital space consumers of
Digikala is of appropriate fit. In fact, this research sought to design a behavioral model for
cyberspace consumers based on the psychology of human behavior.

Conceptual Framework of the Research
Elaboration Likelihood Model of Persuasion (ELM Model)

Persuasion in psychology is the process in which an individual or group, through verbal or
nonverbal messages, consciously or unconsciously changes the attitudes, beliefs, intentions, or
behaviors of another individual (Petty & Cacioppo, 1986). In other words, persuasion means trying
to influence the attitude or behavior of others through communication messages (Cialdini, 2021).
The Elaboration Likelihood Model (ELM) was proposed by Petty and Cacioppo. According to this
model, advertising and marketing messages can change consumer attitudes through two main
paths: the Centeral Path and the Peripheral Path. In the central path, the consumer examines the
message carefully and considers the quality of the arguments, benefits, price, features, and
consequences of purchasing the product whereas in the peripheral path, instead of carefully
examining the content of the message, the consumer is influenced by simple and superficial cues,
such as: the advertiser's outward attractiveness, the music and color of the advertisement, etc. (Petty
& Cacioppo, 1986).

The Heuristic—Systematic Model (Consumer Processing of Persuasive Information)

Another related theory used in the psychology of consumer persuasion is the Heuristic—Systematic
Model (HSM). According to this model, people process persuasive information in two ways:
Systematic Processing and Heuristic Processing. In systematic processing, the consumer evaluates
the message carefully and analytically while in heuristic processing, the individual uses simple
mental rules. In contrast to the ELM model, in the systematic-heuristic model, both types of
processing may occur simultaneously. For example, a consumer may both examine the technical
specifications of a mobile phone and be influenced by the reputation of the brand (Chaiken, 1980;
Chaiken et al., 1989).

Stimulus-Organism-Response (S-O-R) Model

The stimulus-organism-response model, proposed by Mehrabian and Russell (1974), states that
environmental stimuli affect the individuals’ behavioral responses. In the e-commerce
environment, website design, price, discounts, perceived quality, and purchase intention can affect
the consumers’ buying decision (Engel et al.,1996). In the context of digital goods, the ease of use
of the site and application and its usefulness in comparing the price and variety of products play a
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key role in purchasing behavior. Ajzen (1991) states that behavioral intention is influenced by
attitude towards the behavior, mental norms, and positive attitude towards online shopping.
Research by Featherman and Pavlou (2003) shows that trust plays an important mediating role
between customer perception and online purchase intention. Also, perceived risk can reduce
purchasing behavior (Featherman & Pavlou, 2003). Finally, Zeithaml et al. (2002) considers the
quality of electronic services to be a key factor in customer satisfaction and loyalty.

Research Analytical Model

Therefore, this research is based on the grounded theory approach and the paradigmatic model;
because the identified categories will be arranged in a selective coding in the form of a paradigm,
because the goal is to discover a model that describes “the behavior pattern of cyberspace
consumers” (Digikala consumers).

Strategies

Causal factors

Consumers’
Behavior (Digikala
Consumers) in
Cyberspace

Contextual
factors

Consequences

Intervening
factors

Figure 1. The paradigmatic model of the conceptual foundation of the research

Methods

The present study adopted a mixed-methods design. It is conducted in a sequential exploratory
manner. Based on this strategy, qualitative data were collected and analyzed first, followed by
quantitative data, and finally, both qualitative and quantitative analyses were interpreted
together.The present study was designed to investigate the behavior pattern of cyberspace
consumers based on psychology of human behavior.

Participants

In the qualitative part, the study population included 10 faculty members of media and
communications sciences who were proficient in the subject. Of course, the study population was
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selected from among those who had studies and backgrounds such as research plans, articles, and
books in the field of cyberspace consumer behavior. In general, the main and distinctive
characteristic of the individuals in the expert group was having a history of scientific or practical
activity related to the subject of the present study. Purposeful and theoretical sampling method was
used to select the sample group. The participants held different academic levels including full
professor, associate professor, and assistant professor. In this part of the research, the semi-
structured interview continued until the opinions of the study population were repeated and no new
information was presented by them. Then, after theoretical saturation, the interview section with
the 10 experts ended.

In the quantitative part, the statistical population consisted of all Digikala consumers, whose
number was of course unlimited. Considering the unlimited number of the statistical population
and the inability to access accurate statistics, the Morgan and Krejci table was used, and according
to the statistical sample table, 384 people were determined. For sampling, cluster sampling method
was used after estimating the sample size.

Instruments

In the qualitative part, semi-structured interviews were used as the data collection tool. The analysis
of the interview data was carried out systematically, in three stages of open, axial, and selective
coding, which led to the proposed model of the research. In the quantitative part, a researcher-made
questionnaire was used to collect data. In this research, MAXQDA software was used to analyze
qualitative data, and structural equations were used in the quantitative part. The validity of the
instruments were confirmed by the experts in the field. Moreover, the reliability of the instruments
were estimated via using Cronbach's alpha coefficients to determine the reliability of the
questionnaire which showed to be .88, .81,.91,.83, and .85 for the causal, contextual, intervening,
strategic, and consequential factors respectively.

For data analysis in the qualitative part, three types of coding were performed, including open
coding, axial coding, and selective coding, and then MAXQDA software was used to analyze the
qualitative data. In the quantitative part, due to the abnormality of the data, nonparametric tests
were used to construct a structural equation model through SmartPLS version 3 software. This
method was selected considering the non-normality of the data, the exploratory nature of the
research, the extraction of constructs from the qualitative stage, the model complexity, which was
to design and test the proposed model.
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Results

Descriptive Statistics

In this section, the statistical data of the research sample will be presented in qualitative and
quantitative parts.

A. Qualitative part

As explained before, the participants in the qualitative part included 10 people whose demographics
are presented in the following tables.

Table 1. Frequency distribution of the respondents by gender

Frequency Percent
Gender Male 6 60
Female 4 40
Total 10 100%

The results obtained from the demographic statistics of the respondents in this part regarding
gender show that 6 (60 percent) of the respondents were male and 4 (40 percent) were female.

Table 2. Frequency distribution of the respondents by age

Age Frequency Percent
31-40 2 20
41-50 5 50

50 and above 3 30
Total 10 100%

Also, the results considering their age show that two respondents were between 31 to 40, five aged
between 41 to 50 and three participants’ aged 50 or more.

Table 3. Frequency distribution of the respondents by work experience

Work Experience by Frequency Percent
Year
11-15 1 10
16-20 2 20
21-25 4 40
26 and above 3 30

Total 10 100%
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Moreover, the findings reveal that regarding the 10 respondents’ work experience, one of them had
work experience between 11 to 15 years, two of them had work experience between 16 to 20 years,
four experts had 21 to 25 years of work experience and three experts reported 26 uears of work
experience or more.

B. Quantitative part

The participants in this part included 384 people whose demographics are presented in the
following tables.

Table 4. Frequency distribution of respondents by consumers’ genders

Gender Frequency Percent
Male 229 59.6

Female 155 40.4
Total 384 100%

The results obtained from the demographic statistics of the respondents regarding gender show that
229 (59.6 percent) of the respondents were male and 155 (40.4 percent) were female.

Table 5. Frequency distribution of respondents by consumers’ education levels

Education Level Frequency Percent
Associate Degree 116 30.2
Bachelor’s Degree 185 48.2

Master ‘s Degree and above 83 21.6
Total 384 100%

Regarding the frequency distribution of respondents by education, the research findings indicate
that 30.2 percent had a diploma, 48.2 percent had a bachelor's degree, and 21.6 percent had a
master's degree or higher, which constitute the size of our statistical sample (Table 5).

Inferential Statistics

A. Qualitative Section

After analyzing the information obtained from the interviews using the content analysis technique
in grounded theory, 326 codes were identified from the initial analysis of the qualitative research
data. In the second stage, the identified codes were classified into 25 subcategories using axial
coding (Figure 2).
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Figure 2. The initial model of research (qualitative model)

B. Quantitative Section

Before addressing the research questions, the normality of the frequency distribution of the research
variables was determined using the Kolmogorov-Smirnov goodness-of-fit test to determine the
normality of its distribution.

Table 6. Kolmogorov-Smirnov goodness-of-fit test based on data normality

Factors Dimensions Kolmogorov-Smirnov test  Sig. status
Causal trust 1.91 .020 abnormal
Purchase incentives 1.92 .016 abnormal
support 1.57 .047  abnormal
convenience and ease 1.86 .032 abnormal

transparency 1.89 .024  abnormal
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Factors Dimensions Kolmogorov-Smirnov test  Sig. status
Contextual individual and psychological factors 1.92 .015 abnormal
family factors 1.95 .04 abnormal
social and cultural factors 1.87 .027  abnormal
environmental and infrastructural factors 324 .765  normal
educational and experiential factors 1.76 .042 abnormal
Intervening Security concerns 1.62 .047 abnormal
negative attitudes 532 438  normal
weak digital literacy .765 327 normal
technical and infrastructural problems 1.95 .004  abnormal
lack of information transparency 1.85 .024  abnormal
structural and cultural barriers 415 .631  normal
Strategic Security 1.87 .027  abnormal
Personalization 151 .075  normal
Interaction-Oriented .631 418  normal
Content-Based 177 .040 abnormal
Consequences psychological 1.86 .030 abnormal
Social and Cultural .764 237  normal
Economical 1.96 .004 abnormal
Digital 1.57 .047 abnormal
Security and Legal 1.89 .023  abnormal

The Kolmogorov-Smirnov goodness-of-fit test showed that most of the data distributions did not
show a normal distribution, and thus considering the exploratory nature of the model, Smart PLS
software was used to analyze the data.

Descriptive statistics of the research variables

Table 7. Mean and standard deviation of research variables’ scores

Factors Dimensions Mean SD
Causal trust 3.36 765
Purchase incentives 2.57 .990

support 3.48 .803

convenience and ease 3.67 950

transparency 3.25 .264

Contextual individual and psychological factors 3.53 .853
family factors 3.51 .546

social and cultural factors 3.26 .354

environmental and infrastructural factors 3.18 .365

educational and experiential factors 3.49 .264
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Factors Dimensions Mean SD
Intervening Security concerns 3.58 134
negative attitudes 3.33 .264

weak digital literacy 3.20 223

technical and infrastructural problems 3.04 .342

lack of information transparency 2.97 .264

structural and cultural barriers 3.36 234

Strategic Security 3.48 .266
Personalization 3.51 126

Interaction-Oriented 3.26 .238

Content-Based 3.48 458

Consequences psychological 3.26 .564
Social and Cultural 3.58 .688

Economical 3.28 746

Digital 3.23 514

Security and Legal 3.51 .264

The results presented in the Table show that the average of each of the research variables - trust,
purchase incentives, support, convenience and ease, transparency, individual and psychological
factors, family factors, social and cultural factors, environmental and infrastructure factors,
educational and experiential factors, security concerns, negative attitudes, weak digital literacy,
technical and infrastructure problems, lack of information transparency and structural and cultural
barriers; strengthening security, personalization of services, interaction-oriented and production of
educational content; The psychological, social and cultural, economic, technological and security,
and legal consequences are 3.36, 2.57, 3.48, 3.67, 3.25, 3.53, 3.51, 3.26, 3.18, 3.49, 3.58, 3.33,
3.20, 3.04, 2.97, 3.36, 3.48, 3.51, 3.26, 3.48, 3.26, 3.58, 3.28, 3.23, and 3.51, respectively.
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Confirmatory Factor Analysis (First Stage)
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Figure 3. Testing the initial model of measuring research variables
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Figure 4. T-scores of measuring the initial model of research variables

Table 8 presents the factor loading values and t-values for the indicators of each construct.

Table 8. Factor loading and t-values for the indicators of each construct in the measurement model of

research variables

Factors Item  Factor loading  T-value Sig.

Causal Trust Q1 781 26.879 .01
Q2 729 21.596 .01

Q3 .832 42.859 .01

Q4 810 42781 .01
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Factors Item  Factor loading  T-value Sig.
Purchase Incentives Q5 .686 19.034 .01

Q6 .808 36.610 .01

Q7 821 39.091 .01

Q8 821 39.442 .01

Support Q9 717 18.518 .01

Q10 779 28.257 .01

Q11 .810 36.363 .01

Q12 737 26.768 .01

Convenience and Ease Q13 .830 41.215 .01
Q14 .784 30.005 .01

Q15 .796 26.466 .01

Q16 .765 37.259 .01

Transparency Q17 .761 24.149 .01

Q18 831 46.718 .01

Q19 .825 45.963 .01

Q20 .657 15.147 .01

Contextual Individual and Psychological Factors Q21 .754 23.632 .01
Q22 .804 35.419 .01

Q23 .834 44.168 .01

Q24 561 9.757 .01

Family Factors Q25 .697 15.560 .01

Q27 672 15.341 .01

Q28 842 49.649 .01

Social and Cultural Factors Q29 593 12.994 .01
Q30 .823 41.202 .01

Q31 .837 43.192 .01

Q32 833 46.538 .01

Environmental and Infrastructural Factors Q33 172 25.667 .01
Q34 .820 36.434 .01

Q36 762 30.604 .01

Educational and Experiential Factors Q37 .802 30.006 .01
Q38 751 24.679 .01

Q39 .836 47.316 .01

Intervening Security Concerns Q41 .661 16.113 .01
Q42 781 31.403 .01

Q43 .808 40.191 .01

Q44 .706 19.769 .01

Negative Attitudes Q45 744 25.728 .01

Q46 748 24.111 .01

Q47 773 29.938 .01

Q48 699 17.908 .01
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Factors Item  Factor loading  T-value Sig.
Weak Digital Literacy Q49 .807 36.736 .01

Q50 .861 65.373 .01

Q51 .840 46.996 .01

Q52 712 21.894 .01

Technical and Infrastructural Problems Q53 .818 35.961 .01
Q54 .830 30.658 .01

Q56 592 11.182 .01

Lack of Information Transparency Q57 .633 11.958 .01
Q58 .680 17.198 .01

Q59 .838 44.410 .01

Q60 772 31.997 .01

Structural and Cultural Barriers Q61 .759 26.005 .01
Q62 729 20.705 .01

Q63 .851 52.327 .01

Q64 831 42.862 .01

Strategic Security Q65 .686 18.096 .01
Q66 .694 17.997 .01

Q67 .807 36.292 .01

Q68 .786 36.681 .01

Personalization Q69 .799 39.436 .01

Q70 770 26.235 .01

Q71 744 25.565 .01

Q72 578 10.576 .01

Interaction-Oriented Q73 792 37.003 .01

Q74 799 26.844 .01

Q75 .851 52.996 .01

Q76 579 11.977 .01

Content-Based Q77 .843 47.805 .01

Q78 .889 57.178 .01

Q79 .843 39.363 .01

Consequences Social and Cultural Q87 911 9.226 .01
Q88 .756 4432 .01

Economical Q89 767 20.738 .01

Q90 .829 32.332 .01

Q91 873 62.190 .01

Q92 812 40.148 .01

Digital Q93 .894 63.391 .01

Q94 901 64.861 .01

Q95 .909 88.313 .01

Security and Legal Q98 773 18.754 .01

Q99 873 44.372 .01

Q100 678 12.003 .01
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As shown in Table 8, all questions (except questions 26, 35, 40, 55, 80 to 86, 96, and 97) were
included in the model because their factor loadings were above 0.5, and all items had appropriate
factor loadings on their respective latent variables, and these factor loadings were significant at the
.01 level according to the t-score. In other words, the t-value corresponding to each factor loading
was greater than its critical value (2.58) at the .01 level. As a result, it can be stated that these
indicators have the necessary accuracy to measure their respective constructs, thus, they were
included in the final analysis.

Second-Order Confirmatory Factor Analysis

P E
w3l il

Figure 5. Testing the final model of measuring research variables (dimensions and components)
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Figure 6. T-scores of the final model measuring the research variables (dimensions and components)

One of the capabilities of the Smart PLS software is the analysis of models that have second-order
factors and since in the present study, each of the research variables can act as indicators or
dimensions of the general research variables, the Smart PLS software was used to perform the
second-order factor analysis (Table 9).

Table 9. Results of second-order confirmatory factor analysis for research variables

Factor Variable Factor loading  T-value  Sig. R?
Causal Trust 134 23.362 .01  .539
Purchase Incentives .781 26.196 .01 611

Support 794 31.769 .01 .630

Convenience and Ease 674 19.624 .01 455

Transparency 778 30.897 .01 .606

Contextual Individual and Psychological Factors 759 29.324 .01 759
Family Factors 772 29.512 .01 596

Social and Cultural Factors .788 27.187 .01 620

Environmental and Infrastructural Factors .790 36.553 .01  .623

Educational and Experiential Factors .800 38.301 .01  .640

Intervening Security Concerns .800 38.165 .01 .639
Negative Attitudes .805 38.159 .01 .648

Weak Digital Literacy 794 34.201 .01 631

Technical and Infrastructural Problems .800 35.851 .01 .639
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Factor Variable Factor loading  T-value Sig. R?
Lack of Information Transparency 747 35.074 01  .617
Structural and Cultural Barriers .786 25.408 .01 557
Strategic Security .845 49.367 01 714
Personalization .807 34.008 .01 .651
Interaction-Oriented 874 53.899 01 .763
Content-Based 737 24.201 01 542
Consequences Social and Cultural 191 2.545 .01 .036
Economical 799 34.105 01 .638
Digital .831 39.261 01 .690
Security and Legal 757 23.664 01 574

As observed in Table 9, the factor loading values in the second-order factor analysis are desirable.
On the other hand, the t-value corresponding to each factor loading is greater than its critical value
(2.58) at the .01 level and is significant. Also, the coefficient of determination (R2) is between 0
and 1, with larger values being more desirable (Hensler et al., 2009). According to Table 9, the R2
values are significant and desirable.

Discussion

Qualitative Part

What are the causal conditions affecting the behavior of cyberspace consumers?

The findings of the present study showed that the causal factors affecting the behavior of
cyberspace consumers include trust; purchase incentives; support; convenience and ease;
transparency. Pappas (2016) in a study showed that product marketing strategies have an effect on
product price risk, product quality risk and web-based vendor marketing strategy on web quality
risk and web security risk. The results also showed that product price risks, product quality risk
have an effect on consumer trust and web quality risks and web security risk have an effect on web-
based consumer trust. The results also showed that consumer trust and web-based consumer trust
have an effect on purchase intention.This result is also consistent with the findings of Sadeghian et
al. (2025) who showed that all the predicted factors, namely consumer perception of ease of use,
consumer perception of usefulness, trust and enjoyment, environmental factors and its sub-factors,
marketing factors and its sub-factors, information technology factors and its sub-factors, had an
effect on the customer's willingness to repurchase in online shopping.

What are the intervening conditions affecting the behavior of cyberspace consumers?

The findings of the present study showed that the intervening factors affecting the behavior of
cyberspace consumers include security concerns, negative attitudes, weak digital literacy, technical
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and infrastructure problems, lack of information transparency, structural, and cultural barriers. The
research findings show that security concerns are one of the most important factors interfering with
consumers’ online behavior. Negative attitudes toward online shopping, especially among people
who have had previous unpleasant experiences, act as a major deterrent. Also, poor digital literacy,
unfamiliarity with how to use apps, hesitation in recognizing reputable sites, inability to complete
the online payment process, and lack of sufficient knowledge about the principles of secure
shopping can all lead to fear, hesitation, and avoidance of online shopping. The findings of the
present study show that even in the presence of appropriate infrastructure, poor digital skills can
prevent users from enjoying the benefits of online shopping. Moreover, technical and infrastructure
problems are other interfering factors identified in this study. Furthermore, lack of information
transparency was identified as a serious interfering factor in the present study. The findings of the
present study indicate that changing consumer behavior in cyberspace does not only depend on
improving technology and services, but also requires a gradual transformation in attitudes, norms,
and consumer culture.The results are consistent with those of Venkatesh et al. (2003).

What are the contextual factors affecting the behavior of cyberspace consumers?

The findings of the study showed that the contextual factors affecting the behavior of cyberspace
consumers include individual and psychological factors, family factors, social and cultural factors,
environmental and infrastructural factors, and educational and experiential factors. The results are
supported by Tabatabaei (2016) and Dehghani et al. (2013) who showed that consumer’s
perception of ease of use, their trust and enjoyment were effective on the customer's repurchase
intention in online shopping. Pappas (2016) also found that product marketing strategies affect
web-based consumers’ marketing behaviors. The findings are also consistent with those of
Sadeghian et al. (2025) who concluded that contextual factors were effective on the customer's
willingness to repurchase in online shopping.

What strategies pave the way for cyberspace consumer behavior?

The findings of the present study also showed that strategies that affect cyberspace consumer
behavior include security strategies, personalization strategies, interaction-oriented strategies, and
content strategies. The findings of this study show that security strategies provide the necessary
psychological context for conducting online transactions by reducing perceived risk of the
consumers. Moreover, interaction-oriented strategies, including online support, live chat,
responding on social networks, involving customers in surveys, etc., were identified in this study
as a factor affecting the behavior of cyberspace consumers. Content strategies, such as publishing
expert reviews, and highlighting user opinions and ratings, have been identified in this study as one
of the most important strategies that affect consumer behavior in cyberspace. This result is
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consistent with that of Sadeghian et al. (2025) showing that marketing strategies were effective on
the customer's willingness for online shopping.

What consequences will cyberspace consumer behavior have?

The findings of the present study indicate that consumer behavior in cyberspace has significant
psychological consequences. On the one hand, ease of access and the possibility of comparison can
lead to reduced stress, time savings, and increased sense of efficiency and satisfaction with
shopping. The findings also indicate that the expansion of consumer behavior in cyberspace has
important consequences in the social and cultural contexts. This process can gradually lead to
lifestyle change, changing consumption prestige criteria, and redefining the role of brands and
platforms in individual and collective identification.

The findings also indicate that consumer behavior in cyberspace has multi-layered economic
consequences, both at the micro and macro levels. The results are aligned with those of
Hatamizadegan et al. (2024) who found that product marketing strategies have an effect on product
price risk, product quality risk, and web-based vendor marketing strategies have an effect on web
quality risk and web security riskthat consumer trust and that web-based consumer trust have an
effect on purchase intention.

Does the proposed model for cyberspace consumer behavior have a good fit?

The findings of the present study showed that the appropriate model for cyberspace consumer
behavior has a good fit. The findings indicate that the set of causal, intervening, contextual,
strategic, and consequential factors designed in the conceptual framework of the research are
significantly consistent with the empirical data. In other words, the model fit indices are within
acceptable limits and confirm that the proposed theoretical structure is capable of adequately
explaining the relationships between variables in the context of cyberspace consumer behavior.

Quantitative Part

1. Causal Factors (Trust, Incentives, Support, Convenience, Transparency)

The findings reveal that based on the Elaboration Model of Persuasion, platforms (such as
Digikala) should develop a coherent program to display the trust symbol, guarantee the authenticity
of the product, guarantee the money refund, and clarify the complaint handling process. This
program should be prominently displayed on the product page, payment page, and consumer profile
section. Active communication about these guarantees reduces perceived risk and increases trust
in online shopping. It is suggested to publish periodic performance reports (return percentage,
average complaint resolution time, etc.) in a transparent manner. This aligns with what Kim et al.
(2008) reported in their study.
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2. Intervening factors (security concerns, negative attitudes, poor digital literacy, technical
problems, lack of transparency, structural and cultural barriers)

The ELM also recommends that platforms and supervisory institutions should implement
educational campaigns on “safe shopping”, “consumer rights in online shopping”, and “how to
follow up on complaints”. This content can be in the form of short videos, infographics and “FAQ”
sections on the app and site. Also, awareness of support and legal mechanisms reduces security
concerns and fear of fraud. Moreover, introducing official channels of communication with support
and supervisory institutions creates a sense of security and structural support. This finding was also
reported by Norouzi and Ansari (2014).

3. Contextual factors (individual and psychological, family, social and cultural, environmental
and infrastructural, educational and experiential)

Platforms should not only classify consumers based on age and gender, but also create
psychological profiles (risk-averse/risk-taking, price/quality sensitive, time-oriented, emotional,
etc.). This can be done by analyzing shopping behavior, decision-making speed, type of products
purchased, and response to discounts. Then, the platform messages, offers, and shopping
experience design can be tailored to these types. This approach both increases conversion rates and
reinforces the feeling of being “understood” in the consumers. The same result was found by
Rodrigues et al. (2026).

4. Strategies (Security, Personalization, Interaction, Content)

In addition to implementing technical security standards, the consumers assert that they should be
frequently explained what measures are being taken to ensure their security. A page titled “How
do we protect you?” can explain these in plain language. Sending security alerts, password change
reminders, and training on how to recognize phishing links are also part of this package. This
approach turns security from a technical hidden concept into a tangible experience for the
consumers. The same finding was reported by Lemon and Verhoef (2016).

The product recommendation system should be designed based on consumers’ behaviors, but
with the ability for the consumer to control it (e.g., turn off/on certain types of recommendations,
manage interests, delete history). It should be clearly explained “why this product is being
recommended to you.” Avoiding excessive use of data and not invading privacy is essential to
maintaining trust. This type of ethical personalization both increases marketing effectiveness and
reduces consumers’ privacy concerns. This finding is consistent with that of Essahraui et al. (2025)
as well as Mahmoudian and Mahmoudzadeh (2025).
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5. Consequences (psychological, social and cultural, economic, technological, security and
legal)

The results showed that platforms can also provide consumers with “self-control” tools, such as
displaying monthly purchase amounts, setting purchase limits, and sending alerts if they exceed
their usual purchase patterns. Providing educational content on conscious and responsible
purchasing, and avoiding highly tempting techniques for vulnerable groups, is recommended.
These measures, while maintaining commercial interests, contribute to the mental health of
consumers and the social responsibility of the platform. This result is supported by that found by
Holloway et al. (2005) and Rose et al. (2012).

Conclusions

Understanding human behavior is essential for fields like psychology, marketing, and human-
computer interaction. This study delved into the psychological aspects of human behavior,
exploring the behavioral model for cyberspace consumers based on the psychology of human
behavior (Farnsworth, 2025). People who are in a complex marketing system think that they make
their own decisions, without knowing that they are under control, when they buy a product. (Elida
etal., 2019; Song et al., 2011).

The results of this research showed that the factors affecting cyberspace consumer behavior are:
1) causal factors (trust, purchase incentives, support, convenience and ease, transparency); 2)
contextual factors (individual and psychological factors, family factors, social and cultural factors,
environmental and infrastructural factors, educational and experiential factors); 3) intervention
factors (security concerns, negative attitudes, weak digital literacy, technical and infrastructural
problems, lack of information transparency, and structural and cultural barriers); 4) strategies
(strengthening security, personalizing services, interaction-oriented, and producing educational
content); components of cyberspace consumer behavior (satisfaction with the workplace; health
and safety; performance management; employee participation in decision-making; employee
development); 5) consequences (psychological, social and cultural, economic, technological,
security, and legal consequences). The results of the structural equation model also showed that
the model of cyberspace consumer behavior (including causal, contextual, consequences and
strategies factors) has a good fit and thus, it can be used in future studies.

This study has provided a comprehensive analysis of the current state of Digikala consumer’s
behavior, encompassing foundational concepts, and diverse application domains such as
marketing, human behavior patterns, and psychology of human behavior. However, despite its
comprehensive scope, the study has several limitations that must be acknowledged. First, although
we consulted major academic databases, some relevant grey literature, or emerging preprints may
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have been excluded. Second, the scope was limited to the consumers of Digikala, potentially
omitting significant contributions of other cyberspace consumers. Third, the results reflects the
state of the fact only up to 2025, which means recent advances may not be captured. Additionally,
the interview responses might be affected by some other intervening factors, making the
interpretation challenging.

Suggestions for Further Research

It is suggested that the model obtained in this study be re-tested in different provinces and cities,
and even in countries with different cultural backgrounds. Also, it is suggested that longitudinal
studies (following a group of consumers at different time intervals) be designed to examine changes
in trust, attitude, purchasing behavior, and psychological and economic consequences over time. It
is suggested that variables such as personality traits (e.g., extraversion, neuroticism,
conscientiousness), decision-making styles, self-control, hedonism, social anxiety, etc. be included
in the model as predictors of online consumer behavior. Furthermore, it is suggested that the current
model be tested in the context of different platforms (online services, travel reservations, food
ordering, educational platforms, fintechs, C2C platforms such as Diwar and Sheypur). The relative
weight of causal factors, intervening factors, and strategies may differ in each type of platform.
Finally, it is recommended that they specifically examine the impact of laws and regulations
(protection of consumers’ rights, electronic trust symbol, product return policies, cybercrime) on
consumers’ online shopping trust and behavior.
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